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TTonb3oBaTenbcKkoe
obopyaosaHue
(User equipment)

ba3soeasa cTaHUUSA
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ECIES: NMepenaya naeHTndumnKkatopa aboHeHTa
SUPI B 3awmnuieHHOm Bnae

AKA-npoTtokon: AyTeHTUPMKaLNA CTOPOH U

BbIPpaboTKa 06LWMX Kntouen

BbipaboTKa KNto4eBOro matepuana ans
KaxKaoro Tmna TpadumKa

3awuTa TpaduKa

OcHoBHble 3Tanbl (MoanpoToKobl) obecneyeHusn
Kpuntorpadpuyeckom 6e3onacHoOCTU B ceTax cBA3U 5G



ECIES: NMepenaya naeHTndumnKkatopa aboHeHTa

SUPI B 3awuuieHHOM Buae

AKA-npoToKon: AyTEHTUPUKALMA CTOPOH U
BbIPpaboTKa 06LWMX Kntouen

BbipaboTKa K1to4eBOro matepuana ans
KaxKaoro Tmna TpadumKa

3awuTa TpaduKa
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CTaHAQpTHbLIM NpOTOKOA obecneyeHuns
3alMLLLEHHOrO KaHana cBA3un

Subprotocol 1

/’ ~ N
/ \
\ A I
\ /
\— ——,

. cryptographic
Key material  parameters

Subprotocol 2

Payload protection
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CTaHAQpTHbLIM NpOTOKOA obecneyeHuns
3alMLLLEHHOrO KaHana cBA3un

TLS IPsec
Handshake IKE
Record ESP

[Tonmepbil:
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AKA-npoTtokon: AyTeHTUPMKaLNA CTOPOH U

BbIPpaboTKa 06LWMX Kntouen

BbipaboTKa KNto4eBOro matepuana ans
KaxKaoro Tmna TpadumKa

3awuTa TpaduKa
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3GPP TS 33.102 version 3.6.0 Release 1999 12 ETSI TS 133 102 V3.6.0 (2000-10)
5 Security features
5.1 Network access security

5.1.1  User identity confidentiality

The following security features related to user identity conhdentiality are provided:

- user identity confidentiality: the property that the permanent user identity (IMSI) of a user to whom a services
1s delivered cannot be eavesdropped on the radio access link;

- user location confidentiality: the property that the presence or the arnval of a user in a certain area cannot be
determined by eavesdropping on the radio access link;

- user untraceability: the property that an intruder cannot deduce whether different services are delivered to the
same user by eavesdropping on the radio access link.
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AHOHVMMHOCTb

v' KoHduaeHumanbHoCcTb naeHTUdMKaTopa Nosib3osaTens:

MOCTOAHHbIN MAEHTUPMKATOP NONb30BATENA AOJMKEH ObITb
3alLUMLLEH OT NepexBaTa/noAcnywMBaHms B paauosadupe.

KoHdunaeHunanbHOCTb MeCTONO/I0XKEHUA NO/Ib30BaTeNA:
NPUCYTCTBME UK NPUDLITUE NONb30BATENA B ONPEee/IeHHYO
MECTHOCTb HEe MOXKET ObITb ONpeseNeHo nyTem
npocayLwunBaHms paauosdupa.

HeB0O3MOXHOCTb CONOCTaB/IEHMA NPOBEAEHHDbIX onepauuin
(untraceability, HeoTcnexxusaemocTb):

NpocAyLWKnBasa pagmosapup 310yMbILUNEHHUK HE AONXKEH
MMETb BO3MOKHOCTb Y3HaTb, ObIIM 1N Pa3UYHbIE YCAYTU
npeaocTaBieHbl 0 AHOMY U TOMY e abOHEHTY.




ECIES: NMepenaya naeHTndumnKkatopa aboHeHTa
SUPI B 3awmuieHHOM Bnae
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1. ECIES

v
v

v UpneHTndukatop aboHeHTa (SUPI) nepenaerca gJomallHel cetu B
3aWMLEHHOM BUAe.

v'3almTa NpomcxXoamT Ha KAKYeBOM MaTepuarie, BbipaboTaHHOM Ha OCHOBE
npoTtokona Andodun-XennmaHa (ECDHE eph-static).

v'TS 33.501 no3BONAIOT 3a4aBaTb KOHKPETHbIE NapaMeTpPbl CXeMbl C MOMOLLLbHO
cneumanbHoro naeHtTndukatopa (npodunsa cxemol ESIES). [1na Hawero
npodunna mbl 3aaaanm CBOM WNIP, MMUTOBCTABKY, kdf n ananntuyeckyto
KPUBYIO.
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AKA-npoTtokon: AyTeHTUPMKaLNA CTOPOH U
BbipaboTKa 06LLMX KNtoyewn
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2. 3GPP-AKA

_______________________

[

Hpyrve naHHble, HannMune
KOTOPbIX 3aBUCUT OT BEPCUM
OpoTOKQNA

}
] @ hMAC

j 4 [R, SQNH,.IMACJ

QAR MAC

<«



2. 3GPP-AKA

[ | R [ sQN,,I MAC |

<«

v “AyteHTndumkauma” HN (dpakt obnapgaHusa cekpetom K)

v’ 3awwmueHHas nepegaya SQN,,
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v TS 33.501: Ha ycMOTpeHue onepaTtopa

R, SQNH:: | MAC
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v TS 33.501: Ha ycMOTpeHue onepaTtopa

R, SQNH,i: | MAC

HSM
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Encrypt and® MAC
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R,( SQNHE:|MAC) “ MAC

Encrypt and* MAC
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Breaking and Provably Repairing the SSH
Authenticated Encryption Scheme: A Case Study of
the Encode-then-Encrypt-and-MAC Paradigm

MIHIR BELLARE* TADAYOSHI KOHNOT CHANATHIP NAMPREMPRE?

Theorem 7.1 (Privacy for Encode-then-E&M with respect to Chosen-Plaintext At-
tacks) Let S&, MA, and £C respectively be an encryption, a message authentication, and an
encoding scheme. Let S€ be the encryption scheme associated to them as per Construction 6.1.
Then, given any ind-cpa adversary S against SE, we can construct adversaries A, D, and C such
that

AdvEEP(S) < AdvEEPH(A) +2- AdvRy (D) + 2 Adver ~P(C) .

Furthermore, A, D, and C use the same resources as S except that A’s and D’s inputs to their
respective oracles may be of different lengths than those of S (due to the encoding). |

Onsa noctpoeHmna 6esonacHom cxembl MAC nOMMMO CTaHAAPTHOIO
TpeboBaHMA “O HEBO3MOXHOCTM NoaAe/IKN” AONKHO BbINOJHATHCA
AONOSHUTENIbHOE CBOUCTBO HEOT/IMMMMOCTU OT CY4aUMHOM CTPOKU

(prf).
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2. 3GPP-AKA

9.1.6.2 f1

f1: the network authentication function

fl- (K. SOQN_RAND AMF) - MAC-A (or XMAC-A)

-A (or XMAC-A).

95.1.6.3 f1*

f1*: the re-synchronisation message authentication function

f1*: (K; SQN, RAND, AMF) = MAC-S (or XMAC-S)

RAND, SQN, AMF and MAC-S (or XMAC-S).

5.1.6.4 f2

B obwem cayyae (ana ntoboro MAC) nonobHbi cnocob He siBhAeTcA
CTOMKUM.
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<«

BapuaHT 1: U3meHuTb paboTy Habopa pyHKumin f1, ...,f5 BHYTpH
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2. 3GPP-AKA

R,( SQNHE:|MAC) “ MAC

BapuaHT 2: N3meHnTb cneunduKkaumio npotokona 3GPP-AKA (n3ameHunTb

pexxum Ha EtM/MtE nnum xota 661 nponucaTb YeTKMe TpeboBaHUA K
NCnonb3yembiM PYHKLUMAM B TEKYLLLEM BapUaHTE)
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o
R, SQNH&/IAC l..\ MAC

CHECK MAC

CHECK SQN,,, SQNyy ++
Q, . . CHECK

v AyteHTndunkauma UE (baKkT obnagaHua cekpetom K)
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A

R, SQNH,i: | MAC

CHECK MAC

CHECK SQN,,, Q!u

SQN,,, ++

> CHECK

& Name SQN,,
ool

Keys generation

!

I(SEAF

v
A\
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A

R, SQNH,i: | MAC

CHECK MAC

CHECK SQN,,, Q!u

SQN,,, ++

> CHECK

\ Name SC%NHN
I

Keys generation

!

I(SEAF

v
A\
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PukcmpoBaHHbI SHA-256
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K\ Name SQN,,,
N

Keys generation

!

KSEAF



2. 3GPP-AKA




¢

[
. EAP-AKA' !

® bonee rpomosaKkuin, 6onbLe ANLLHMX
BbIYMCNEHUI N HENCMONb3YEMOTO
dYHKUMOHaNA

© Mapametp AT_KDF nossonset
3agaBaTb ¢pyHKUMIO KDF 1 BbipaboTKy
obuwero KNOYEBOro maTepunana

© OnwucaH B RFC

2. 3GPP-AKA

R R R R e—"

- s e s E = o

© W36aBneH oT paga ANLLIHUX
BbIYUCEHUN

® He npeagycmatpusaet
ONUMOHANBLHOCTK B BbibOpe
Kpuntorpadpmnyeckmx NnpMMUTUBOB

® OnwucaH B TS 3GPP
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Replay aTaku
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2. 3GPP-AKA

CTaHOapPTHbIM cNOcob 3aWnTbl OT replay-aTak — NpmMBA3Ka K C/IY4aUHOCTW.

Hanpumep, 8 npotokone TLS 1.2 Handshake Takon cnocob peanunsyerca 3a
cyeT obmeHa CTOPOHAMM CNYHAUHBIMU 3HAYEHUAMWU T, T.

QOpPMUPOBaHWE NapaMeTPOB U AEHCTBWA CO Mepenasaemble ®OPMUPOBaHUE NAPaMETPOE U AEACTEMA CO
CTOPOHLI KNKeHTa C co0BLEHUA CTOPOHLI CEpBepa S
RS
BoipabGoTka CIy4aiHoro 3Ha4YeHWs 1 ( C"ETHE"D\
[
ServerHelo ;
< BbipaBboTKa CIy4aiHoro 3Ha4YeHus T
Ty

3Tan BolpaboTii ofLWEero cexpeTa

Certificate
Certs
(ranenmsuT Km0 2%
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2. 3GPP-AKA

CTaHOapPTHbIM cNOcob 3aWnTbl OT replay-aTak — NpmMBA3Ka K C/IY4aUHOCTW.

Hanpumep, 8 npotokone TLS 1.2 Handshake Takon cnocob peanunsyerca 3a
cyeT obmeHa CTOPOHAMM CNYHAUHBIMU 3HAYEHUAMWU T, T.

Pa3ymeeTca, NpocTo 06MeHATLCA CAYyYaMHOCTbIO He4OCTAaTO4HO,
HeobxoAMMO eLle NPUBA3aTb ee K ceaHcy CBA3MN.

Y a— \
H = HAFH(rc | r):

'E"frif:' |K§:§ = KEG(kgpy. Q5. H)

(OOPMUPOBaHME 3KCMOPTHOrO Npe/cTaBneHuns
ofilero cexpeTa PS: ClientkeyExchange H = HASH(r: | r5);

>
v = H[2524 + ?‘IHE], Qepy, PSExp Hffi;; | H;fﬁ- — KEGUL}. QEPH-H}
PSExp = KExp15(PS, Kyiar [KZ 3t IV)

MsBneqveHne obLWEero cexkpeTa U3 SKCNoOPTHOTO
npegcTasneHHA:

IV = H[25..24 + n/2];
PS = KImp15(PSExp. Ky oo .Kub, IV)

ENC
] CertificateVerify™
sgn. = 5IG ke (HM,) | | =ccccccssaz=aa » MNpoBepka sgn.
.S'HR{'
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[MpuBA3KaA CECCUM K CTy4aMHOCTU He 06513aTeNIbHO A0/1XKHA

Peasn30BbIBATbCA 33 CYET OTAE/IbHOM NepPecbIIKK CrneumasbHbIX CAyYarHbIX
CTPOK.

TaK, B OpUrMHazZIbHOM NPOTOKO1€E .
cemencTsa SigMa npuBaska K e
CIY4aMHOCTU OCYLLECTBAAETCA Ha CTaanm

BbinonHeHUA npoTtoKona ECDHE.
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MpnBA3Ka K C/Iy4aMHOCTU JaeT HAaM BO3MOMKHOCTb rapaHTMPOBaTh
cneaytollee CBOMCTBO NPOTOKONA:

Ecnu oTBeT Ha 3anpoc Y4acTHMKA A KOpPEeKTeH, TO OH CPOPMUPOBAH:

1. Kem-T10, KTO meeT 00LWWmMIM C A CEKPETHDbIN KoY
(T. €. NpeanoNOKUTENbHO Y4aCTHUKOM B)

2. B oTBeT Ha AaHHbIN KOHKPETHbIX 3anpoc A
(T. . KEM-TO, KTO B I@dHHbIA MOMEHT HaX0AUTCA KOH-NANH»).

B Takom c/iy4ae NpPOTUBHUKY OCTaeTcs IMbOo NPoCTo nepecbinaTb
coobLLEeHMA OT y4acTHUKA A K y4acTHUKY B (relay), nnbo »kaatb noBTOpPEHUA
CNy4arHOCTU ANS NpoBeAeHUs aTaku nosTopa (replay).



2. 3GPP-AKA

Bo Bcex npoTtokonax 3GPP-AKA cay4yamHoe uncno
nepecblinaeTca ToNIbKO CO CTOPOHbI HN
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2. 3GPP-AKA

Hy 3To Teopua, a UTO Ha NPaKTUKe?

PaccmoTpum ABa npumepa peasibHbIX aTak, KOTOPbIX Obl He CyLLLecTBOBaNo,
ecnun 6bl NPOTOKON CTPOU/ICA KOPPEKTHO.



¢

2. 3GPP-AKA

LFM

Linkability of Failure Mesages

Int. J. Inf. Secur. (2017) 16:491-523 @ CrossMark
DOI 10.1007/510207-016-0338-9

REGULAR CONTRIBUTION

Analysis of privacy in mobile telephony systems A M A

Myrto Arapinis' - Loretta Ilaria Mancini’* - Eike Ritter’ . Mark Dermot R-‘A’CﬁViTy MoniTor'ing ATTGCk

3 sciendo Proceedings on Privacy Enhancing Technologies ; 2019 (3):108-127

Ravishankar Borgaonkar, Lucca Hirschi*, Shinjo Park, and Altaf Shaik
New Privacy Threat on 3G, 4G, and Upcoming
5G AKA Protocols

Abstract: Mobile communications are used by more a crucial need to provide security and privacy protection
than two-thirds of the world population who expect to mobile subscribers.

security and privacy guarantees. The 3rd Generation The 3rd Generation Partnership Project (3GPP)
Partnership Project (3GPP) responsible for the world- group, responsible for the standardization of 3G, 4G,
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-------
esEEEEEEEEEEE NN NN AN EAEEEEEEEEEEERRRRRERRRRRREE,,
----------------------------------------------------------
L O
3

""" UE SUCT SQN —
- R, AUTN
{7
R AUTN | e
G
............................................................. SQNi —
....................................................... R, AUT
U suer - N
4.)
R AUTN SQNi @ f*(K,R)
— e T
“4' ------------
SQNE- o AUTN

UE = UE'" -> SyncFailure
UE #UE -> MACFailure

----------
-------------
-----------------------------------------

SQNi © SQN;



2. 3GPP-AKA

NMpobnema Ne3: Bo Bcex npotokonax 3GPP-AKA cny4anHoe ynucno
nepecbl/IaeTcA TONIbKO €O CTOPOHbI HN

Bo3moxHoe pelueHue: 3agencrtsoatb ECIES
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B 3GPP 6onee nHtepecHbin B3rnaa Ha Belu:

«...encrypt the AUTS/random number and failure code, and the
AUSF uses the Kayse stored during previously successful
authentication to decrypt the AUTS/random number and failure

code. ... If no stored K,ys5 the KEY is a 256-bit binary string of
all Os»

f/} Cnepactsume noaxoaa — nponmndepauyma ad-hoc-3annatok

AN NPOTOKO/1a, HE 3aTParMBaloLLMX OCHOBHYIO CTPYKTYPY.
(cm. padding oracle attacks, LUCKY13, ...).
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To be continued in the next series...

BbipaboTKa KNto4YeBOro matepmana as
KaxKaoro Tmna TpadumKa

3awmTa TpadmrKa
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